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Al-Generated Deepfakes

1. Realistic
2. Accessible
3. Versatile
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The Dignitary Harms of Deepfakes

1. Depriving one of control over their self-
representation

2. Reputational harm
3. Ostracization through internalized shame
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Have you seen the Kodak fiend? Well, he has
seen you. He caught your expression yesterday
while you were innocently talking at the Post
Office. He has taken you at a disadvantage and
transfixed your uncouth position and passed it
on to be laughed at by friend and foe alike. His
click 1s heard on every hand.

“The Kodak Fiend,” Hawaiian Gazette (Dec. 9, 1890).
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HARVARD

LAW REVIEW,

VoL. IV. DECEMBER 15, 18g0. NO. 5.

THE RIGHT TO PRIVACY.
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IUME CONSTITUTION: ATLANTA,

» SUNDAY, NOVEMHBER 15, 1807

DO IT NOW.

THE MAN WHO DID.

DO IT WHILE YOU CAN.
THE MAN WHO DIDN'T.
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THESE TWO PICTURES TELL THEIR OWN STORY,

“In my healthy and productive period of
lifoI bought insurance in the New Esngland
Mutaal Life Insurance Co, of Boston, Mass,
and today my famlly @s protected and [ aw
drawing an asnual dividend on my paidaup
policies.™

“When I had health, vigor and streagth
I felt the time would pever come when I
would need insurance. Butl I me my mistake,
If Ieould recall my life | would buy one of
the New England Mutual's 18.Pay Annual
Dividen.Policies."

THOMAS B. LUMPKIN, Ceneral Agent,
1008-1009-1010 EMPIRE BUILDINC.
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The Right of Publicity Analogy

1. Address dissemination
2. Consider types of harms
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Proposed Deepfake Claims

Claim Dissemination Liability Conceptual Mismatch
Limits

Defamation Section 230 Requires falsity and
(sometimes) malice

Intentional Infliction of Section 230 High bar of outrageousness

Emotional Distress

False Light Section 230 Requires falsity and malice

NCII Section 230 Usually do not address

synthetic content

State Anti-Deepfake Laws | Section 230

CSAM Only children

FOSTA High scienter requirement

Copyright Infringement DMCA Only for copyrighted works;
must own copyright

Trademark Infringement | Tiffany v. eBay Commercial use of identity

as a trademark; commercial
use in deepfake

Dilution Tiffany v. eBay(?) Limited to famous marks
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U.S. Online Intermediary Liability Landscape

Torts Safe harbor under 47 U.S.C. § 230

Copyright Requirement-based safe harbor under
17 U.S.C. § 512, including notice-and-
takedown

Trademark Common law notice-and-takedown per

Tiffany v. eBay (2d Cir. 2010)
Right of Publicity |77?
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U.S. Online Intermediary Liability Landscape

Torts Safe harbor under 47 U.S.C. § 230

Copyright Requirement-based safe harbor under
17 U.S.C. § 512, including notice-and-
takedown

Trademark Common law notice-and-takedown per

Tiffany v. eBay (2d Cir. 2010)

Right of Publicity |Common law notice-and-takedown
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Restoring Dignity to

the Right of Publicity

Deeptakes amplify loss of control over one’s
1dentity

Economic understandings cannot address
dignitary harms

The commercial use requirement 1s not
universal

Deepfakes affect everyone—not just the
rich and famous

Deepfakes are intentional regardless of
their commerciality (or lack thereof)
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Benefits Over the TAKE IT DOWN Act

- Not just intimate deepfakes
* Consideration of the First Amendment
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Questions & Discussion

Takeaways

1.

The historical analogy of the
right of publicity can inform our
approach to deepfakes

Most claims either cannot
restrict online dissemination or
fail to address dignitary harms

The right of publicity can
constrain deepfakes by
Incorporating notice-and-

. Michael P. Goodyear, Dignity
takedown and once again and Deepfakes, 57 Ariz. St. L.dJ.

considering dignitary harms __ (forthcoming).
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